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Note: SUâ€™s wireless operates over both 2.4GHz and 5GHz except for select locations where 2.4GHz is disabled at various access points to minimize congestion for the limited channels available via 2.4GHz (mostly in the reshalls).Â 


Wifi devices require configuration before they can connect to the SU-secure wireless network. Please follow the guides below for instructions on configuring your specific device type for connecting to SU-secure.Â Â 
	1 Windows 8	1.1 Remove Existing SU-secure Profile
	1.2 Automatic Configuration
	1.3 Manual Configuration


	2 Windows 10	2.1 Remove Existing SU-secure Profile
	2.2 Automatic Configuration
	2.3 Manual Configuration


	3 Mac OS X	3.1 Remove Existing SU-secure Profile
	3.2 Automatic Configuration
	3.3 Manual Configuration


	4 iPhone and iPad (Apple iOS)	4.1 Remove Existing SU-secure Profile
	4.2 Automatic Configuration
	4.3 Manual Configuration


	5 Android	5.1 Remove Existing SU-secure Profile
	5.2 Manual Configuration


	6 Chrome OS	6.1 Remove Existing SU-secure Profile
	6.2 Manual Configuration







Windows 8
This guide provides step-by-step instructions for both automatically and manually configuring your Windows 8 computer to connect to SU-secure. Attempt automatic configuration first. Only attempt manual configuration if automatic configuration is unsuccessful. SU-secure is only available for use by Seattle University students, faculty, staff, and Jesuits. For information about guest wireless access, please visit the guest account page at: https://www.seattleu.edu/support/guides/guest-accounts/ 
Remove Existing SU-secure Profile
	Click on the wifi icon in the system tray.

	Right click on SU-secure and select â€˜Forget this networkâ€™.
Open 
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Automatic Configuration
	Per the instructions above, ensure you have removed any existing SU-secure profiles from your device.

	Visit the ITS downloads page at https://www.seattleu.edu/support/downloads/  You may be prompted to enter your SeattleU credentials to access this page.

	Locate the â€˜Autoconfigure SU-secureâ€™ heading and download the Windows Devices configuration package.

	Locate the â€˜AutoConfigureWindows-SU-secure.zipâ€™ file in your downloads folder

	Right-click the folder, select â€˜Extract Allâ€™ and then click on the â€˜Extractâ€™ button.

	The extracted contents of â€˜Autoconfigure SU-secure.zipâ€™ will appear.

	Double click the â€˜RUNME â€“ Auto configure SU-secureâ€™ file to automatically configure your SU-secure connection.

	Select SU-secure from the list of available networks, click connect, and enter your SeattleU credentials in the authentication prompt that appears.


Manual Configuration
	Add SU-secure to your wifi network list
	Click on the start button, type â€˜network and sharing centerâ€™ in the search bar, and click on the Network and Sharing Center button. The Network and Sharing Center will appear.

	Click on the â€˜Set up a new connection or networkâ€™ button to add a new wireless network.
Open 
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Â 

	The Set Up a Connection or Network menu will appear. Select â€˜Manually connect to a wireless networkâ€™ and press â€˜Nextâ€™ to continue.
Â 

	The initial connection set up menu will appear. Enter the following information and then click â€˜Nextâ€™ to add SU-secure to your list of wireless networks
	Network name: SU-secure

	Security type: WPA2-Enterprise

	Encryption type: AES

	Security key: Leave blank

	Start this connection automatically: Checked

	Connect even if the network is not broadcasting: Unchecked
Â 





	Configure your connection
	A window will appear that confirms SU-secure was successfully added. Select â€˜Change connection settingsâ€™ to continue to the wireless properties menu.

	Click on the â€˜Securityâ€™ tab at the top of the wireless properties menu.
Â 

	Once on the Security tab, ensure the following settings are configured:
	Network authentication method: Microsoft: Protected EAP (PEAP)

	Remember my credentials for this connection each time Iâ€™m logged on: Checked



	Then click the â€˜Settingsâ€™ button next to the network authentication method drop down bar.
Â 

	The Protected EAP properties menu will appear. Make the following changes and click â€˜OKâ€™:
	Validate server certificate: Checked.

	Connect to these servers: Checked.

	Server list: oitias1.seattleu.edu;oitnac1.seattleu.edu;

	Trusted Root Certification Authorities: Check â€˜AddTrust External CA Rootâ€™ and then scroll down in the list to check â€˜USERTrust RSA Certification Authorityâ€™

	Do not prompt user to authorize new servers or trusted certification authorities: Unchecked.

	Select Authentication Method: Secured password (EAP-MSCHAP v2).

	Click on â€˜Configureâ€¦â€™ next to the Authentication method dropdown bar and uncheck â€˜Automatically use my windows logon name and passwordâ€™ in the popup box that appears, then click â€˜OKâ€™.

	Enable Fast Reconnect: Checked.
Â 
Â 
Â 



	Click â€˜OKâ€™ on the Protected EAP properties menu.

	Click â€˜OKâ€™ on the Wireless Network Properties menu.

	Click â€˜Closeâ€™ on the Manually Connect to a Wireless Network menu.

	Click on the wifi icon in the system tray to bring up the list of available wireless networks. Select SU-secure from the list and click â€˜Connectâ€™.

	You will be prompted to enter your credentials. Enter your SU credentials and click â€˜OKâ€™ to connect.
Â 



	Verify that you are connected
	Upon successful connection, your system tray menu will show that you are connected to SU-secure:
Â 



	If you are unable to connect your device to SU-secure after following the above steps please continue to the troubleshooting guide for your device: SU-secure Troubleshooting Your Connection | Windows 8 


Windows 10
This guide provides step-by-step instructions for both automatically and manually configuring your Windows 10 computer to connect to SU-secure. Attempt automatic configuration first. Only attempt manual configuration if automatic configuration is unsuccessful. SU-secure is only available for use by Seattle University students, faculty, staff, and Jesuits. For information about guest wireless access, please visit the guest account page at: https://www.seattleu.edu/support/guides/guest-accounts/ 
Remove Existing SU-secure Profile
	Click on the wifi icon in the system tray and click on â€˜Network settingsâ€™

	Click on the Wi-Fi settings menu, then click â€˜Manage known networksâ€™

	On the â€˜Manage known networksâ€™ menu, select â€˜SU-secureâ€™ and click â€˜Forgetâ€™
Â 


Automatic Configuration
	Per the instructions above, ensure you have removed any existing SU-secure profiles from your device.

	Visit the ITS downloads page at https://www.seattleu.edu/support/downloads/ . You may be prompted to enter your SeattleU credentials to access this page.

	Locate the â€˜Autoconfigure SU-secureâ€™ heading and download the Windows Devices configuration package.

	Locate the â€˜AutoConfigureWindows-SU-secure.zipâ€™ file in your downloads folder

	Right-click the folder, select â€˜Extract Allâ€™ and then click on the â€˜Extractâ€™ button

	The extracted contents of â€˜Autoconfigure SU-secure.zipâ€™ will appear

	Double click the â€˜RUNME â€“ Auto configure SU-secureâ€™ file to automatically configure your SU-secure connection

	Select SU-secure from the list of available networks, click connect, and enter your SeattleU credentials in the authentication prompt that appears


Manual Configuration
	Add SU-secure to your wifi network list
	Click on the start button, type â€˜Network and Sharing Centerâ€™ in the search bar, and hit the enter key. The Network and Sharing Center will appear.

	Click on the â€˜Set up a new connection or networkâ€™ button to add a new wireless network.
Â 

	The Set Up a Connection or Network menu will appear. Select â€˜Manually connect to a wireless networkâ€™ and press â€˜Nextâ€™ to continue.
Â 

	The initial connection set up menu will appear. Enter the following information and then click â€˜Nextâ€™ to add SU-secure to your list of wireless networks
	Network name: SU-secure

	Security type: WPA2-Enterprise

	Encryption type: AES

	Security key: Leave blank

	Start this connection automatically: Checked

	Connect even if the network is not broadcasting: Unchecked
Â 





	Configure your connection
	A window will appear that confirms SU-secure was successfully added. Select â€˜Change connection settingsâ€™ and continue to the â€˜Wireless Network Propertiesâ€™ menu

	Click on the â€˜Securityâ€™ tab at the top of the menu.
Â 

	Once on the Security tab, ensure the following settings are configured:
	Network authentication method: Microsoft: Protected EAP (PEAP)

	Remember my credentials for this connection each time Iâ€™m logged on: Checked



	Then click the â€˜Settingsâ€™ button next to the network authentication method drop down bar.
Â 

	The Protected EAP properties menu will appear. Make the following changes and click â€˜OKâ€™:
	Validate server certificate: Checked

	Connect to these servers: Checked

	Server list: oitias1.seattleu.edu;oitnac1.seattleu.edu;

	Trusted Root Certification Authorities: Check â€˜AddTrust External CA Rootâ€™ and then scroll down in the list to check â€˜USERTrust RSA Certification Authorityâ€™

	Do not prompt user to authorize new servers or trusted certification authorities: Unchecked

	Select Authentication Method: Secured password (EAP-MSCHAP v2)

	Click on â€˜Configureâ€¦â€™ next to the Authentication method dropdown bar and uncheck â€˜Automatically use my windows logon name and passwordâ€™ in the popup box that appears, then click â€˜OKâ€™

	Enable Fast Reconnect: Checked
Â 
Â 



	Click â€˜OKâ€™ on the Protected EAP properties menu

	Click â€˜OKâ€™ on the Wireless Network Properties menu

	Click â€˜Closeâ€™ on the Manually Connect to a Wireless Network menu.
Â 
Â 

	Click on the wifi icon in the system tray to bring up the list of available wireless networks. Select SU-secure from the list and click â€˜Connectâ€™.

	Enter your SeattleU credentials in the login window that appears and click â€˜OKâ€™ to connect.
Â 
Â 



	Verify that you are connected
	Upon successful connection, the system tray menu will show that you are connected to SU-secure:
Â 



	If you are unable to connect your device to SU-secure after following the above steps please continue to the troubleshooting guide for your device: SU-secure Troubleshooting Your Connection | Windows 10 Â 


Mac OS X
This guide provides step-by-step instructions for both automatically and manually configuring your Mac OSX computer to connect to SU-secure. Attempt automatic configuration first. Only attempt manual configuration if automatic configuration is unsuccessful. SU-secure is only available for use by Seattle University students, faculty, staff, and Jesuits. For information about guest wireless access, please visit the guest account page at: https://www.seattleu.edu/support/guides/guest-accounts/ 
Remove Existing SU-secure Profile
	Press the wifi icon in the status menu and select â€˜Open Network Preferencesâ€™

	On the â€˜Networkâ€™ menu, select your Wi-Fi network and click on â€˜Advancedâ€¦â€™
Â 

	In the â€˜Wi-Fiâ€™ tab, select SU-secure from the list and click on the minus button to remove it. Then click â€˜OKâ€™.

	Click the â€˜Applyâ€™ button on the Network menu to apply the settings.


Automatic Configuration
	Per the instructions above, ensure you have removed any existing SU-secure profiles from your device.

	Visit the ITS downloads page at https://www.seattleu.edu/support/downloads/ . You may be prompted to enter your SeattleU credentials to access this page.

	Locate the â€˜Auto Configure SU-secureâ€™ heading and download the Apple Devices configuration package.

	Locate the â€˜AutoConfigureApple-SU-secure.mobileconfigâ€™ file in your downloads and double click it to begin installation.

	Click â€˜Continueâ€™ to install the SU-secure profile. Press â€˜Continueâ€™ again when you are prompted that the author of the profile is unknown.

	Enter your SeattleU credentials when prompted and click â€˜Installâ€™.

	If prompted, enter administrator credentials and click â€˜OKâ€™.


Manual Configuration
	Connect to SU-secure.
	Click on the wireless icon in the system toolbar to bring up the list of available wireless networks.

	Ensure that your wifi antenna is switched on, and then select â€˜SU-secureâ€™ from the list of available networks.
Â 



	Enter your credentials.
	A window will appear that prompts you to enter your credentials. Enter your SeattleU username and password, ensure â€˜Remember this network is checkedâ€™, and click â€˜Joinâ€™
Â 

	You may be asked to verify the security certificate. Verify that you are authenticating to oitias1.seattleu.edu or oitnac1.seattleu.edu; and then click â€˜Continueâ€™ to accept the certificate and connect.
Â 
Â 



	Verify that you are connected
	Upon successful connection, your wifi menu will show a check mark next to SU-secure:
Â 



	If you are unable to connect your device to SU-secure after following the above steps please continue to the troubleshooting guide for your device: SU-secure Troubleshooting Your Connection | Mac OS X 


iPhone and iPad (Apple iOS)
This document provides step-by-step instructions for both automatically and manually configuring your Apple iPhone or iPad to connect to SU-secure. Attempt automatic configuration first. Only attempt manual configuration if automatic configuration is unsuccessful. SU-secure is only available for use by Seattle University students, faculty, staff, and Jesuits. For information about guest wireless access, please visit the guest account page at:  
Remove Existing SU-secure Profile
	Tap on the Settings app

	Tap on the Wi-Fi settings menu
Â 

	Tap on the blue â€˜iâ€™ next to SU-secure

	Tap the â€˜Forget this networkâ€™ button.


Automatic Configuration
	Per the instructions above, ensure you have removed any existing SU-secure profiles from your device.

	Using Safari as your web browser, visit the ITS downloads page at https://www.seattleu.edu/support/downloads/ . You may be prompted to enter your SeattleU credentials to access this page.

	Locate the â€˜Auto Configure SU-secureâ€™ heading and download the Apple Devices configuration package.

	Click on the â€˜SU-secure Apple Devices - mobile devices onlyâ€™ link.

	Choose â€œAllowâ€� when prompted.

	The message â€˜Profile Downloadedâ€™ will appear; choose â€˜Closeâ€™

	Go to Settings â†’ General â†’ VPN & Device Management and click on the â€˜SU-secureâ€™ profile.

	Tap â€˜Installâ€™ in the top right corner.

	Enter your device passcode if prompted. The message â€˜The profile is not signedâ€™ will appear.

	Tap â€˜Installâ€™ in the top right corner, and â€˜Installâ€™ once more on the popup that appears.

	Enter your SeattleU username and tap â€˜Nextâ€™, then enter your SeattleU password and tap next.


Manual Configuration
	To Connect to SU-secure Wi-Fi:
	Tap on the settings app from the home screen.

	Tap on the wifi button on the settings menu to open up the wifi settings menu.
Â 

	On the wifi settings menu, ensure that the wifi switch is set to on (green), and then tap on SU-secure to connect.
Â 



	Configure your connection
	Enter your SeattleU username and password when prompted and tap â€˜Join'

	You will be prompted to accept a security certificate. Verify that the certificate has the following properties and tap â€˜Trustâ€™:
	Name: oitias1.seattleu.edu or oitnac1.seattleu.edu;

	Issued by: Thawte RSA CA





	Verify that you are connected
	Upon successful authentication, your wifi settings menu will show a checkmark next to SU-secure:
Â 



	If you are unable to connect your device to SU-secure after following the above steps:
	Validate that there are no static IP address or DNS settings that are configured on your device. Devices that are configured with a static IP address or static DNS settings will not be able to connect to SU-secure

	Validate that the username and password being used are your current SeattleU username and password

	Continue to the troubleshooting guide for your device:  




Android
This guide provides step-by-step instructions for configuring your Android phone to connect to SU-secure. Note: The steps for setting up Android might vary slightly due to differences between manufactures.
SU-secure is only available for use by Seattle University students, faculty, staff, and Jesuits. For information about guest wireless access, please visit the guest account page at: https://www.seattleu.edu/support/guides/guest-accounts/ 
Remove Existing SU-secure Profile
	Slide down from the top and tap on â€œInternetâ€�

	Tap on the cog-wheel beside SU-secure
Â 

	Tap on â€œForgetâ€�
Â 


Manual Configuration
	Connect to SU-secure
	Slide down from the top and tap on â€œInternetâ€�Â 

	On the slide down window, tap on â€œSU-secureâ€�Â 



	Configure your connection
	After tapping on SU-secure, a menu will appear that will allow you to change settings for your connection. Enter your connection settings as follows and tap connect to connect:
	EAP method: PEAP

	Phase 2 Authentication: MSCHAPV2

	CA certificate: Use System Certificates
	For Android version 14 you will see Minimum TLS version: TLSv1.0



	Online certificate status: Do not verify

	Identity: Your SeattleU username (i.e. doej@seattleu.edu)
	For Android version 14 you will need to fill in Anonymous identity: Your SeattleU username

	If you make any changes it will default this back to â€œanonymousâ€�



	Anonymous identity (Android version 13 and lower): Leave blank

	Enter password: Your SeattleU password
Â 







Note: If the device prompts you and asks for a domain enter: seattleu.edu


3. Verify that you are connected
a. Upon successful authentication, your Internet menu will show that you are connected to SU-secure:

Â 
b. If you are unable to connect your device to SU-secure after following the above steps please continue to the troubleshooting guide for your device:  
Â 
Chrome OS
This guide provides step-by-step instructions for both automatically and manually configuring your ChromeOS device to connect to SU-secure. SU-secure is only available for use by Seattle University students, faculty, staff, and Jesuits. For information about guest wireless access, please visit the guest account page at: https://www.seattleu.edu/support/guides/guest-accounts/ 
Remove Existing SU-secure Profile
	Click on your account photo

	Click on the wifi settings button

	Click the â€˜Network settingsâ€™ gear button

	Click the wifi settings button
Â 

	Click the â€˜Known networksâ€™ button

	Click the â€˜â€¦â€™ button next to SU-secure

	Select â€˜Forgetâ€™ to forget the SU-secure network


Manual Configuration
	Select SU-secure the list of available wifi networks
	Click on your account photo

	Click on the wifi settings button

	Select SU-secure from the list of available networks
Â 



	Configure settings
	After selecting SU-secure, a window will appear that asks for connection settings. Change the following settings:
	EAP Method: PEAP

	EAP Phase 2 Authentication: MSCHAPv2

	Server CA certificate: Do not check

	Identity: Your SeattleU username, i.e doej@seattleu.edu

	Password: Your SeattleU password



	Click the connect button to connect
Â 



	Verify that you are connected
	Upon successful connection, the wifi status indicator will show that you are connected to SU-secure:
Â 



	If you are unable to connect your device to SU-secure after following the above steps please continue to the troubleshooting guide for your device:  
Â 



Need additional help? Submit a ticket in our new portal here: IT Service Desk Help Center 
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